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“Why this subsidy scheme?”

Structurally increasing the cyber resilience of
non-vital businesses

— Relations manager Digital Trust Center



Main tasks

Het DTC operates from two core
tasks:

1.

Supplying businesses with
trustworthy and independent
information on digital
vulnerabilities and providing
advice on follow-up actions

. Stimulating businesses to

form and participate in
Cybersecurity partnerships

digital trust
center.

“It’s DTC’s mission to
provide dutch businesses
with theresilience to
face the cyber threats of
the future.”
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How does the DTC help

businesses?
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Education

Sharing threat information

Facilitate the forming of partnerships



Website, tools and 1 4 Cybertools
SOCiaI mEdia v’ CyberSafe Check for culturesector

v" Password Quiz
v Updates Quiz

Website visits in 2024

v'  +3 new campaign toolkits
> 1 70.4 o (NIS2, Updates and MFA)

: . v NIS2 ataglance - flyer
Pageviews in 2024

>379:394

LinkedIn- X-followers Mastodon-
followers followers

12.501 2.466 310

Reference date: 30 july



Lively DTC Community

For entrepeneurs and cybersecurity
responsibles

=~ Receive notifications of general
threat information

g Sharing knowledge with experts
& and entrepeneurs

Discussion boards to facilitate
- sharing knowledge within
branches of partnerships

‘g!_!n_{elkom

digital trust
center.

DTC

4.613 members
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Updates Quiz (new)

Campaign toolkits

Help je mee om de digitale veiligheid van
ondernemend Nederland te verhogen?

Ben je op zoek naar manieren om ondernemers bewust en
geinformeerd te krijgen? Gebruik dan de
campagnetoolkits die we gecregerd hebben. Op deze
pagina vind je de volgende toolkits:

. NIS2

. Starten met cybersecurity
. Phishing

. Online fraude

. Mijn Cyberweerbare Zaak

. Multifactorauthenticatie

. Wachtwoorden

Securitytxt CyberSafe Check for culturesector

. Ondernemersverhalen

. DTC Community

. Back-ups

. Updates

. Thuiswerken




Sharing threat information

DTC warns individual businesses:

1. General threat information

2. Specific threat information

d.

Unsolicited / proactive

On incidental threat- and vulnerability
information arising from an urgent, high risk
threat.

On request

55 businesses are participating in a pilot. DTC
periodically matches their technological data
with sources that provide information on
threats and vulnerabilities. For example lists
with open FTP-servers and vulnerable
equipment.

digital trust
center.

Notifications for example:
Pulse Secure
SonicWall VPN
Microsoft Exchange ProxyShell
Fortinet VPN
VMware Machines
Revil

Logq)

digital trust
center.

m

Wereldwijde computerstoring na CrowdStrike-update
23jul 2024

Update - Waarschuwing CrowdStrike malafide handleiding
23juli 2024

CrowdStrike geeft aan dat er een malafide herstelhandleiding rondgaat. Het document is voorzien van malafide macro’s.
Het advies blijft om alleen te communiceren met Crowd5trike via de officigle kanalen en om webcertificaten te checken
op de downloadpagina wanneer er software wordt gedownload.

Meer informatie over de malafide handleiding vind je hier:




Facilitate the forming of
partnerships

24. Vergroting cyberweerbaarheid groentezaadveredelingsbedrijven
56. CyberVeilig Westfriesland

23. Noord Holland Samen Veilig

2. Centrum Informatiebeveiliging en Privacybescherming (CIP)

21, Cyber Security Programma Neordzeekanaalgebied

2o, PI-ISAC

53. Dutch Cybersecurity Assembly

51. Kennisgroep Cyber Security
52. Koninklijke Horeca Nederland (locatie Woerden)
49. CCRC

19. CYSSEC (Cybersecurity Synergie Schiphol Ecosysteem)
18. GEV
17. Cyber Heroes
16. Techniek Nederland

15. Transport en Logistiek Nederland
14. Koninklijke Bouwend Nederland

13. Smart Industry / FME

10. Platform Zelfstandige Ondernemers (P20}

9. NIDV Cyberweerbaarheid DVI

8. Netwerk voor Risk-Based Cyberweerbaarheid
7. €10 Platform Nederland

6.DIVD

8. synthesis
47. MDMX (locatie Alblasserdam) (a8)
5. Anti-DDoS- Coalitie (z)
4 HiDelta

3. FERM

2. Cyber Netwerk Drechtsteden
1. Cybernetwerk Zuid-Hollandse Eilanden — ‘

digital trust
center.

54. Samenwerking Noord
25. MKB Cyber Campus
26. NPAL

a7. Agrifood Cyberweerbaarheid
2. Cyberchain
2g. Cybersecurity Centrum voor de Maakindustrie
25) 30. MKB Cybersecurity Governance Scan
. SRA
39) 3;:‘ NRTO
3. P-ISAC
3a. INretail
® 35. Adfiz
36.I-Cert
37. Veilig in beeld | Crisisbeheersing
38 Federatie van technologiebranches (FHI)
3. Thuiswinkel.org

40, NBIP
41 ConnectaTrust

4z Vitaal Digitaal Breda
46. CYRA (locatie Son en Breugel)
43. Cyber Weerbaarheidscentrum Brainport (CWB)

44. Cyberweerbaarheid in Limburg

45. Techsoup Brussel)



Concluding:

Benefits of partnering
with DTC

digital trust
center.

Potential subsidy
Support of DTC relations management
Network of partnerships
Providing information
Weekly update
e Threatinformation
Tools developed by DTC and partnerships

Access to the DTC Community and the
accompanying collaboration space

2 network meetings eacht year
6-weekly online meeting
Landingspage on the DTC website
Co-creation in product development
Hitchhiking on campaigns
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Subsidy scheme Cyber resilience

RVO




Subsidy scheme

Aim and eligible costs

Establishing and maintaining a network to
strengthen non-vital businesses and having third
parties perform networking activities for non-
vital businesses.

Raising awareness of cyber resilience in non-vital
businesses, including providing them with
information.

Providing insight into digital vulnerabilities of
non-vital businesses.

Providing services to non-vital businesses to
strengthen their cyber resilience.

Strengthening the cyber resilience of non-vital
businesses in other ways.




Subsidy scheme
Who is eligible?

A legal entity (e.g foundation) who aims to reinforce
the cyber resilience of businesses in non-vital sectors.

A partnership between at least 2 businesses who aim
to reinforce the cyber resilience of businesses in non-

vital sectors.
@ Knowledge institute @ IT business @ Insurance company
@ Partnership @ Entrepeneur @ Educational institution




Partners who are essential for the reinforcement
of cyber resilience of non-vital businesses.

There’s no restriction on whether partnerships
include partners from vital or non-vital sectors.

Subsidy scheme

Who are your partners?




Subsidy scheme

Assessment criteria

You have an increased chance for the subsidy when you take
these points for consideration.

The plan needs to contribute substantially to
reinforcing the cyber resilience of non-vital
businesses;

The network wherein the plan takes place is
highly focused to the goal of reinforcing cyber
resilience of non-vital businesses, and the
network is supportive of this goal;

The partnership wherein the plan takes place is

capable of generating and maintaining a network
in which knowledge and experience on cyber
resilience is present and exchanged;

The innovativeness of the plan, it will result in
best practices for other businesses and/or
sectors.




Hourly rate for a flat rate of €80,- per hour.

Invoices of third parties for market-based rates.
Costs directly related to the project
50% subsidy with a max. €150.000

Subsidy scheme
Eligible costs




* Yearly progress report

« Atthe end of the project, a final report of
achievements:

 What was your goal and have you achieved
that?

 When you have received more than 125.000
in subsidy, which costs have you incurred?

Subsidy scheme
Responsibility




Budget: €600.000,-

A partnership can consist of max. 8 participants.

Subsidy granted towards the highest scoring
projects
*  When applicable. Find scoring criteria and

grounds for rejection in original publication
(only in dutch).

Subsidy scheme

Practicalities



https://wetten.overheid.nl/BWBR0035474/2023-07-21#Hoofdstuk4a_Titeldeel4a.2_Artikel4a.2.9
https://wetten.overheid.nl/BWBR0035474/2023-07-21#Hoofdstuk4a_Titeldeel4a.2_Artikel4a.2.7

Timeline

2 september 2024 Subsidy scheme open
1q october 2024 17.00 uur Subsidy scheme closed

Before 2 januari 2025 Results

NB: We aim at a quicker publication of results.




Questions for
RVO?

Dennis Huele
Advisor

+31(0)6 4634 4348

Nander Wiegman
Advisor

+31 (0)6 112 799 83

Martijn Janmaat
Advisor

+31(0)6 1137 6376


mailto:dennis.huele@rvo.nl
mailto:nander.wiegman@rvo.nl
mailto:Martijn.janmaat@rvo.nl

digital trust Jacco van der Kolk
center.

+31(0)6 11 04 23 15
Anouk de Rooij
+31(0)6 23 05 05 01
Joeri Nelemans
+31(0)6 86 55 59 62

Evi Gimbrere

Questions for +31(0)6 50 0178 47
DTC? Yaél Schrijnemakers

+31(0)6 50 02 58 16



mailto:j.f.vanderkolk@minezk.nl
mailto:a.n.derooij@minezk.nl
mailto:e.a.m.gimbrere@minezk.nl
mailto:a.n.derooij@minezk.nl
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